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SUBJECT: CTB NEGOTIATIONS: DESCRIPTION OF THE DATA 
AUTHENTICATION SYSTEM 

CTB MESSAGE NO. 181 

FOLLOWING IS TEXT OF INFORMAL US DEL PAPER PROVIDING 
INFORMATION ON DATA AUTHENTICATION WHICH WARNKE GAVE TO 
SOVDEE AT MAR. 20 HEADS OF DEL MEETING. BEGIN TEXT 

DESCRIPTION OF THE DATA AUTHENTICATION SYSTEM 

THE DATA AUTHENTICATION SYSTEM THAT THE UNITED STATES 
IS SUGGESTING FOR USE IN INTERNAL STATIONS WOULD PROVIDE 
A RELATIVELY SIMPLE METHOD FOR MAINTAINING THE OBJEC- 
TIVITY OF THE DATA, ALLOW IMMEDIATE UNCODED ACCESS TO THE 
DATA, AND ASSURE THE HOST COUNTRY THAT ONLY SEISMIC INFOR- 
MATION IS OBTAINED FROM THE DATA. THIS SYSTEM, INSTALLED 
IN EACH SEISMIC INSTALLATION, IS PART OF AN ELECTRONICS 
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PACKAGE LOCATED NEAR THE SEISMOMETERS AT THE BOTTOM OF 
A BOREHOLE. THE SYSTEM CONTAINS A STORED SET OF 'KEY 
WORDS" (ACTUALLY NUMBERS) USED IN THE AUTHENTICATION 
PROCESS WHICH WOULD BE PROGRAMMED TO CHANGE AT APPROPRIATE 
INTERVALS. THESE KEY WORDS WOULD BE STORED IN A 
READ-ONLY MEMORY (I.E., THE NUMBERS IN THE MEMORY CANNOT 
BE CHANGED) IN THE AUTHENTICATOR DOWNHOLE PACKAGE. 
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THE IMPORTANT FEATURES OF THIS DATA AUTHENTICATION 
SYSTEM ARE THE FOLLOWING: 

1 . AUTHENTICATION PROCESS 

THE AUTHENTICATION PROCESS WOULD USE THE KEY WORDS 
IN CONJUNCTION WITH THE INPUT DATA TO GENERATE BY A 
MATHEMATICAL PROCEDURE AUTHENTICATION WORDS WHICH ARE 
INSERTED IN THE DATA STREAM AT APPROPRIATE POINTS. IF 
THE SEISMIC DATA WERE CHANGED IN ANY WAY THE AUTHENTICA- 
TION WORDS WOULD NO LONGER CORRESPOND TO THIS ALTERED 
SEISMIC DATA. 

2. ACCESS TO THE SEISMIC DATA 

THE SEISMIC DATA CAN BE READILY INTERPRETED AT ALL 
TIMES BY ALL TREATY PARTIES. 

3. HOST COUNTRY ASSURANCE OF DATA INTEGRITY 

ASSURANCE TO THE HOST COUNTRY THAT ONLY SEISMIC DATA 
IS BEING COLLECTED BY THE INSTALLATION CAN BE PROVIDED 
BY THE VERIFYING COUNTRY. AT AN APPROPRIATE TIME PRIOR 
TO THE INSTALLATION OF THE EQUIPMENT, THE DETAILED LOGIC 
OF THE AUTHENTICATOR PROCESS WILL BE EXPLAINED. AFTER THE 
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KEY WORD HAS BEEN USED AND AUTOMATICALLY CHANGED (APPROXI- 
MATELY TWO WEEKS), IT CAN BE SUPPLIED TO THE HOST COUNTRY. 
WITH THE AUTHENTICATOR LOGIC AND THE APPROPRIATE KEY WORD, 
THE DATA CAN BE SUBJECTED TO THE SAME LOGIC SEQUENCE 
APPLIED DURING THE DATA COLLECTION, AND THE RESULTING 
AUTHENTICATOR WORD COMPARED TO THE WORD APPENDED TO THE 
DATA. AGREEMENT BETWEEN THESE WORDS WILL PROVIDE THE 
DESIRED ASSURANCE TO BOTH PARTIES. END TEXT. WARNKE 
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